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WHAT’S THE PROBLEM?



TCP 3-WAY HANDSHAKE



SYN COOKIES
• D.J. Bernstein, 1996



STILL A PROBLEM?



HOW LINUX NETWORK 
STACK WORKS



IDEA: KERNEL BYPASS

• multiple solutions

• intel dpdk

• netmap

• solarflare 



HOW NETMAP WORKS



FIRST PROTOTYPE IN C++
• Alexey Manikin



FIRST PROTOTYPE IN C++



WHAT IS RUST?
▪zero-cost abstractions
▪move semantics
▪guaranteed memory safety
▪ threads without data races
▪ trait-based generics
▪pattern matching
▪ type inference
▪minimal runtime
▪efficient C bindings



WHAT IS RUST?
▪ stuff you know and love from functional languages (map/

filter/fold) with performance of C for loops
▪generics (partying like it’s 2004)
▪no null pointers or use after free
▪ thread-safe channels (bounded and unbounded) 
▪atomics, mutexes in standard library
▪more cool stuff in crossbeam library
 ▪borrow checker:

• one or more references (&T) to a resource,
• exactly one mutable reference (&mut T).

▪package manager



SECOND PROTOTYPE



SECOND PROTOTYPE (CONT.)
• Thanks Robert Clipsham



ARCHITECTURE
• one thread per RX ring

• one thread per TX ring

• connected with bounded queue 
(sync::mpsc::sync_channel)

• no locks

• no dynamic memory allocation



ARCHITECTURE: RX
• RX thread reads packet off the ring



ARCHITECTURE: RX
• RX thread parses packet into a struct and passes it 

to TX thread over a channel



ARCHITECTURE: TX
• TX thread receives packet from channel and builds a reply



ARCHITECTURE: TX



PERFORMANCE

• linux kernel 1.5M SYN packets per second

• 10M SYN packets per second with 30% loss

• 5M SYN packets per second with 0% loss

• ixgbe, 24 cores, 16 cores utilised

• needs improvement



PERFORMANCE

• 70% time in kernel



NETMAP DRIVERS

• 2 modes of operation

• generic: works with any driver/card, utilises kernel processing 
routines at cost of performance loss

• native: driver patched with netmap support, best performance



NETMAP DRIVERS

• use native driver for best performance, right?

• right

• the problem is…



IT DOESN’T WORK



IT DOESN’T WORK
with our card model



NETMAP DRIVERS
• there’s an issue on netmap github

• investigating



Q&A


